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CYBER RISK –
CLAIM EXAMPLES

LINE OF BUSINESS WHAT HAPPENS? WHAT DO WE PAY?

Property We insure a furniture manufacturer for their 
property and contents and business 
interruption. 

Their network is hacked and their data is stolen 
and corrupted; their systems are locked out so 
the business cannot produce their goods. Their 
computer operated paint mixing machine is 
also corrupted, so that it overworks, overheats 
and causes a fire at the premises.

Our policy will provide cover for the material 
loss and subsequent business interruption, i.e. 
the fire damage to insured property and 
resulting loss of profits, but not:

•  the cover for the loss or corruption of 
electronic data or costs and expenses 
resulting therefrom

•  nor any damages that might be due to their 
customers for loss of personal information 
and related fines

•  nor the financial loss of being locked out of 
their systems – as these losses are not insured 
under the underlying policy but would be 
insurable under a cyber policy.

 Casualty The Insured fails to securely store personal 
information relating to their customers, who as 
a result are subject to blackmail/extortion from 
criminal third parties, or are forced to cancel/ 
reissue their bank cards and claim back spent 
money. Mental anguish is suffered.

We’ll pay for claims brought under section 169 
of the Data Protection Act, up to a limit of 
indemnity of £2,000,000 (or lower where the 
policy limit is lower) for injury suffered (mental 
anguish).

We will not pay for: 

•  the costs of protecting the Insured’s market 
reputation (PR)

•  the costs of notifying the relevant authorities, 
or fines/penalties resulting from the breach

•  the costs of organising a temporary 
operation to handle customer enquiries.

Construction A criminal gang hacks the CCTV at a building 
site and takes it offline. They then disable the 
site intruder alarm system, which means the 
security team which responds to incidents is 
unaware when they break into the site and 
steal contractors’ plant and building materials.

We’ll pay for the replacement of stolen 
contractors’ plant and the building materials.

Engineering/Power Hackers break into the network of a wind 
turbine’s control system and remove the 
braking mechanism that is used to slow wind 
turbines on a windy day. During a storm, the 
wind turbines spin too quickly, causing a 
number of them to break down. This means the 
client loses revenue because they cannot sell 
power to the grid.

We’ll pay the material damage to the wind 
turbines and the BI claim. 

It’s important to note however prior to the 
change in clause we would not have paid 
anything under this claim because our current 
ERisks exclusion removed cover for breakdown. 
This would also mean that had they caught fire 
instead, we would have paid for the damages 
because we didn’t exclude damage due to fire. 

The following examples are for illustrative purposes only to show where cover would 
and would not apply. This is not an exhaustive list. Please refer to full policy wording 
for further details.


